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1	Decision/action requested
Approve the pCR to the CIoT TR
2	References
 [1]	3GPP TR 33.861
[bookmark: _GoBack][2]	SA1 requirements 
3	Rationale
This contribution proposes to add security requirements to key issue #6 in the TR 33.861. Key issue #6 propose an optimization of security considering both the application security aalready inplace and radio level security. 
In 5G, the general security at the AS level is enabled based on a PDU session set up policy. The AMF signals the gNB the AS level UP IP and encryption policy during the RB setup. The AMF selects the policy based on the APN to which the UE is requesting session setup. However, configuring the SMF with a security policy for all the thousands of APNs and maintaining it is a very complex task. It would be much preferable if it is made dynamic based on the signalling from the UE.
Many studies have also shown that end to end security is more important than hop by hop security. Hence most of the application servers and their UE clients employ end to end application level security. This is much more important to protect manipulation of data packets at any of the in between hops. Application servers need to be protected from packet injects as well. 
Protecting the packets at AS level (radio hop between the UE and gNB) is significant and a must for regular sustained communication, but for CIoT UEs with occasional small packet transmission this may not be a significant requirement.
4	Detailed proposal
****************************** Start of pCR to CIoT TR 33.861 **********************************
5.6.2 	Potential security requirements
Based on the CIoT application, there is a need to balance the resource availability such as computing power, battery consumption and security threat for CIoT UEs at the radio level. Hence a range of AS security options (encryption vs integrity) need to be supported at the AS layer. Potential security requirements are given below.
It should be possible for the UE to signal the application level encryption and integrity protection to the SMF during PDU session setup.
It should be possible for the SMF, to take in to consideration the UE signalled security policy while setting up PDU session and radio bearers.
************************** End of pCR to TR 33.861 ***********************************************
